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JAWAHARLAL NEHRU TECHNOLOGICAL UNIVERSITY KAKINADA 

 CRYPTOGRAPHY AND NETWORK  SECURITY 

UNIT-IV Public Key Cryptography:  

1. Principles of Public Key Cryptosystems, 

2. RSA Algorithm,  

3. Diffie-Hellman Key Exchange,  

4. Introduction to Elliptic Curve Cryptography. 

1. Principles of Public Key Cryptosystems 

 

The concept of public-key cryptography evolved from an attempt to attack two of the most difficult 

problems associated with symmetric encryption.The first problem is that of key distribution. 

The second problem that Diffie pondered, and one that was apparently unrelated to the first,was that of 

digital signatures.If the use of cryptography was to become widespread, not just in military situations 

but for commercial and private purposes,then electronic messages and documents would need the 

equiv- alent of signatures used in paper documents. 

 

Asymmetric algorithms rely on one key for encryption and a different but related key for 

decryption.These algorithms have the following important characteristic.  

• It is computationally infeasible to determine the decryption key given only knowledge of the 

cryptographic algorithm and the encryption key. 

In addition,some algorithms,such as RSA,also exhibit the following characteristic. • Either of the two 

related keys can be used for encryption,with the other used for decryption. 
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2. RSA Algorithm 

Diffie and Hellman introduced a new approach to cryptography and, in effect, challenged cryptologists to 
come up with a cryptographic algorithm that met the requirements for public-key systems.  
The Rivest-Shamir-Adleman (RSA) scheme has since that time reigned supreme as the most widely accepted 
and implemented general-purpose approach to public-key encryption. 
 



MVR College of Engineering and Technology@CSE DEPT     

 

The RSA scheme is a block cipher in which the plaintext and ciphertext are integers between 0 and n - 1 for 
some n.A typical size for n is 1024 bits, or 309 decimal  digits. 
 
Description of the Algorithm RSA makes use of an expression with exponentials. Plaintext is encrypted in 
blocks,with each block having a binary value less than some number n .That is ,the block size must be less 
than or equal to log2(n) + 1.Encryption and decryption are of the following form, for some plaintext block M 
and cipher text block C. 
 

 
 
That is,e and d are multiplicative inverses mod f(n).Note that, according to the rules of modular arithmetic, 
this is true only if d (and therefore e) is relatively prime to f(n).Equivalently, gcd(f(n),d)=1. 
 
Example: 
 
An example from  is shown in Figure 9.6. For this example, the keys were generated as follows.  
1. Select two prime numbers, p=17 and q=11.  
2. Calculate n= p.q =17×11 = 187.  
3. Calculate f(n)=(p-1)(q-1)=16×10=160.  
4. Select e such that e is relatively prime to f(n) = 160 and less than f(n); we choose e=7. 
5. Determine d such that   de ≡1 (mod 160) and d< 160. 

The correct value is d=23, because 23 × 7 = 161 = (1 × 160) + 1;  
d can be calculated using the extended Euclid’s algorithm .  

 
The resulting keys are  
 
Public key PU={7,187} and  
Private key PR={23,187}.  
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The example shows the use of these keys for a plaintext input of M=88 
 
.For encryption, we need to calculate C = 887 mod 187. 
 Exploiting the properties of modular arithmetic,we can do this as follows 
 
. 887 mod 187 =[(884 mod 187) × (882 mod 187) × (881 mod 187)] mod 187  

 
881 mod 187 =88 
882 mod 187 =7744 mod 187 =77  
884 mod 187 =59,969,536 mod 187 =132  
 
887 mod 187 =(88 × 77 × 132) mod 187 = 894,432 mod 187 = 11 

 
 

 
 
 

 
 

 

The Security of RSA Four possible approaches to attacking the RSA algorithm are 

• Brute force: This involves trying all possible private keys.  

• Mathematical attacks: There are several approaches,all equivalent in effort to factoring the product of 

two primes. • Timing attacks: These depend on the running time of the decryption algorithm.  

• Chosen ciphertext attacks: This type of attack exploits properties of the RSA algorithm. 
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THE FACTORING PROBLEM  

We can identify three approaches to attacking RSA mathematically.  

1. Factor n into its two prime factors. This enables calculation of f(n) = (p - 1) × (q-1),which in turn 

enables determination of dKe-1 (mod f(n)). 

 2. Determine f(n) directly, without first determining p and q. Again, this enables determination of dKe-1 

(mod f(n)). 3. Determine d directly, without first determining f(n). Most discussions of the cryptanalysis 

of RSA have focused on the task of factoring n into its two prime factors .Determining f(n) given n is 

equivalent to factor- ing n With presently known algorithms, determining d given e and n appears to be 

at least as time-consuming as the factoring problem  

Hence, we can use factoring performance as a benchmark against which to evaluate the security of RSA 

 

3. Diffie-Hellman Key Exchange 

 

The first published public-key algorithm appeared in the seminal paper by Diffie and Hellman that defined 

public-key cryptography and is generally referred to as Diffie-Hellman key exchange. A number of 

commercial products employ this key exchange technique. 

The purpose of the algorithm is to enable two users to securely exchange a key that can then be used for 

subsequent encryption of messages.The algorithm itself is limited to the exchange of secret values. 

 

A primitive root of a prime number as one whose powers modulo generate all the integers from 1 to p-1 

.That is ,if is a primitive root of the prime number ,then the numbers 

 

are distinct and consist of the integers from 1 through  p-1 in some permutation.  

 

For any integer b  and a primitive root  a of prime number , we can find a unique exponent  i such that 

 

 

The Algorithm  

For this scheme, there are two publicly known numbers: a prime number q and an integer α that is a 

primitive root of .Suppose the users A and B wish to exchange a key.  

User A selects a random integer XA < q and computes  . 
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 Similarly, user B independently selects a random integer and computes   . 

 Each side keeps the value private and makes the value available publicly to the other side. 

 

User A computes the key as  

 

and user B computes the key as 

 

 These two calculations produce identical resultsThe result is that the two sides have exchanged a secret 

value. 
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4. Introduction to Elliptic Curve Cryptography. 

Elliptic Curves over Real Numbers Elliptic curves are not ellipses. They are so named because they are 

described by cubic equations,similar to those used for calculating the circumference of an ellipse. In 

general, cubic equations for elliptic curves take the following form, known as a  Weierstrass equation: 

 

Where a, b, c, d, e  are real numbers and take on values in the real numbers. 

 For our purpose, it is sufficient to limit ourselves to equations of the form 

 

GEOMETRIC DESCRIPTION OFADDITION  

It can be shown that a group can be defined based on the set E(a,b)  for specific values of and in Equation , 

provided the following condition is met 

 

The addition operation in ECC is the counterpart of modular multiplication in RSA, and multiple addition is 

the counterpart of modular exponentiation. To form a cryptographic system using elliptic curves, we need 

to find a “hard problem corresponding to factoring the product of two primes or taking the discrete 

logarithm. 
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Example take ;  

Ep(0,-4), which is equivalent to the curve y2=x3-4 ;and G=(2,2) .One can calculate that 240G=O . 

A’s private key is nA=121 , so A’s public key is PA=121(2,2)=(115,48)  

 

 B’s private key is nB=203 , so B’s public key is PA=203(2,2)=(130,203) . 

The shared secret key is  

121(130,203)=203(115,48)=(161,69). 
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